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ABSTRACT: Simulations are used to support analyses from engineering design decisions to tactics developments, to
long-term DoD-wide investment strategies. Rarely, if ever, do these analyses consider the uncertainty associated with
the simulation results upon which they are based. Estimating that uncertainty is a complex matter. Some of the as-
pects upon which that uncertainty depends are static, such as the accuracy of environmental data used as inputs.
Several of the aspects, however, are dynamic and depend not only on the scenario, but also on the topology of the
processing and communications resources used for the simulation execution. Additionally, the modeling of each ac-
tion, reaction, and interaction in the battlespace has an effect on the uncertainty. Therefore, the uncertainty
associated with the state of the simulation is very much a function of time. To be effective, determination of uncer-
tainty needs to become part of federation execution. This paper uses the context of the federation development process
to identify the possible sources of uncertainty associated with establishing and executing a simulation. Once these
sources are identified, potential implications for the federation object model are assessed.

Perhaps the most straightforward and intuitive definition
of uncertainty is one that captures the low order character-
istics of the statistics of the parameter of interest. An
example of how a statement like this would appear for a
specific probability P is: = V-3YEF VU4 Gith a confi-
dence interval of 90%. This is interpreted as being 90%

1. Defining Uncertainty

In characterizing or measuring uncertainty, the first thing
that must be done is to define what is meant by uncer-
tainty. There are several possible interpretations. For
example, Bayesian analysis defines uncertain variables in

much the same way as statisticians define random vari-
ables. Fuzzy logic deals with a different type of
uncertainty in the definition of fuzzy sets [1]. For exam-
ple, there may be a need to define something as “new” or
“old.” In non-fuzzy sets, new might be defined as less
than one year old. In that case, on the366th day, items
would transition from new to old in one day. This seems
rather counter to logic. Fuzzy logic handles this by mak-
ing the transition boundary less precise. For example,
they could define a linear probability of something being
new as being 1.0 at one year and zero at 2 years. At 18
months, something would have a 50% probability of be-
ing defined as new. There is thus uncertainty associated
with the definition of an item 18 months old.

confident that the true value of the quantity estimated by
P it will fall between 0.85 and 0.93.

The definition of uncertainty can also be broadened. It can
include, for example, identification of aspects that are the
biggest contributors. Further consideration may also be
desired to include what would need to be done to reduce
the uncertainty associated with or introduced by any or all
of the contributing aspects. Thus, it is important to un-
derstand what interpretation and aspects of uncertainty are
of interest before addressing how to estimate it.

2. Sources of Uncertainty

To identify the sources of uncertainty in simulations, we
analyze the process of creating and executing one. Each



step of this process is analyzed to identify possible
sources of uncertainty associated with it. It should be
noted that the process discussed below is not the Federa-
tion Development Process (FEDEP). Addressing
uncertainty in the context of the FEDEP is discussed in
Section 5. Also, the following discussion is presented in
the context of physical modeling. The same issues apply
to behavioral modeling and are generally compounded by
their complexity and our lack of understanding of some
behaviors.

2.1 Stating the Problem

The first step is to understand the problem. All of the
aspects that influence the situation or process must be
identified. Along with these, their dependencies and corre-
lations must also be identified and defined. Any aspect,
dependency, or correlation that is not identified will con-
tribute to uncertainty in the final modeling. These types
of omission fall into the category that is sometimes
known as “unknown unknowns.” The only way to iden-
tify this uncertainty is through statistical comparison with
real world observations.

2.2 Expression of the Problem as Algorithms

The next step is to express the physics as algorithms or
rule sets. There are three potential issues in expressing the
physical world in algorithms. The simplest of these is not
using all the known aspects in the algorithms. That is,
the aspects that have little effect are abstracted away. A
second issue is the possibility of needing to make simpli-
fying assumptions about the real world to be able to
derive algorithms. An example would be replacing the
sine of an angle with the value of the angle in radians in
deriving an equation for harmonic motion. This example
demonstrates two characteristics of simplifications that
contribute to uncertainty. The first is that the simplifica-
tion is an approximation. The second characteristic is that
approximations often restrict use of the algorithm to a
specific regime. In the example provided, the regime is to
small angles where the sine of an angle is approximately
equal to the angle.

The third issue in expressing the physics in algorithms
comes from an incomplete understanding of the physics
of the problem. If the phenomenon to be modeled is not
completely understood, the best available algorithms will
simply provide an approximation of that phenomenon.
Even if a physical understanding is fairly complete at one
level of detail or resolution, it may not be at the level
which it is needed for the simulation. For example, mod-
eling the stresses on a single fiber in a composite material
may be well understood. How to use this model to de-
scribe the response of an aircraft wing made of the
composite material when subjected to anti-aircraft fire,
however, may not be well understood at all.

2.3 Evaluation of the Algorithms

There are also issues associated with the evaluation of
algorithms on a computer that contribute to uncertainty.
The most of obvious of these is round off error. While the
absolute value of round off error may be small for any
given calculation, complex scenarios require many hun-
dreds or thousands of calculations that all build upon each
other. The growth of the potential error and associated
uncertainty can become significant in such cases.

Another issue in evaluating the physics expressed in algo-
rithms is that many mathematical expressions cannot be
solved exactly; higher order partial differential equations
or an N-body problem for example. In such instances,
numerical techniques are typically used to determine an
approximate solution or evaluation of the algorithms.

A closely related issue in evaluating the representation of
the real world through algorithms is that of representing
continuous phenomena discretely. Consider, for example
the modeling of energy propagation. The best models
calculate propagation loss at discrete intervals between
source and receiver. Representing propagation in this
manner implies that the medium through which the en-
ergy is propagating is piece-wise constant or at best linear
between the points at which propagation loss calculations
are made. The error that results from the discrete represen-
tation of the continuous world provides yet another source
of uncertainty in modeling.

2.4 Definition of Modeled Conditions

Closely related to the topic of evaluation of the algo-
rithms is definition of the inputs for them. Inputs come
with some degree of uncertainty whether it is defined or
not. For the modeling of military operations, these inputs
are generally things like the environmental description,
and force locations. For any input, there is a limit to the
accuracy with which any given input value can be meas-
ured. The difference between the measured or observed
value and the true value adds error and uncertainty to any
use of those inputs.

For input parameters that are continuous in either time or
space, resolution or sampling frequency is another consid-
eration. This issue is closely tied to the discrete
calculation of continuous phenomena such as propagation
as discussed above. Ideally, the sampling frequency for
input parameters matches the frequency at which the algo-
rithm is evaluated. This is seldom the case, however, for
very real and practical reasons. Typically the values of the
inputs are under sampled with respect to the resolution at
which the algorithms will be evaluated. Additional input
values are therefore generated through an interpolation or
modeling scheme. Again, any difference in the generated
input values and the true values adds error and uncertainty
to the results.



One additional consideration with respect to the sampling
of continuous phenomena is that the act of sampling al-
ters the media and therefore the value that is being
measured. The measured values are therefore different than
they would be in the absence of sampling. This can add
to the error of our interpolated values as those interpola-
tions are based upon values that are not truly
representative of the medium at the sampled points.

2.5 Variability of Model Performance

The performance of many models and simulations, and,
therefore, their associated uncertainty can depend on the
conditions under which they are operated. That is, there
are some key factors that affect the performance of the
simulation. This is especially true for distributed simula-
tions. Examples of such factors are processor or network
utilization, or the number of tracks held by an entity.
These factors will vary by simulation and method of
modeling. But it is generally the case that there are oper-
ating conditions that affect a simulations performance and
associated uncertainty. It thus becomes critical in account-
ing for uncertainty in a federation’s execution to not only
identify these key operating conditions, but also to moni-
tor and report on them.

2.6 Complexity of Federation Execution

As complex as quantifying uncertainty from all sources
associated with any specific model may be, tracking un-
certainty through a federation’s execution can be much
more difficult. Such execution requires the interaction of
several models. Characterization of the uncertainty associ-
ated with any given simulation run requires that not only
must the interaction between models be characterized, so
also must the sequence of execution. The sequence, in-
cluding iterations, is highly scenario dependent. It is
possible, therefore to have low uncertainty of simulation
results under one scenario, and significantly higher under
another.

3. Uniqueness and Dynamic Calculation

For simulations that are non-deterministic, distributed or
designed to run under different operating conditions and
scenarios, last two factors discussed above introduced the
dynamic nature to uncertainty in federation execution.
They make the uncertainty of federation’s results unique
to that specific execution run and necessitate the consid-
eration of dynamically tracking and reporting uncertainty
during runtime.

To see this need consider the following. For simulations
that can be characterized as above, different runs starting
from the same initial conditions will likely evolve
slightly differently. The nature, extent, results, a number
of number of interactions will differ from run to run. Be-

cause of this the conditions under which these interactions
will be simulated will also differ to some extent. As the
purpose of federations is to model these interactions, it
can be argued that the sequence or nature of federation
execution is unique for each simulation run. This means
the path of uncertainty propagation is unique for each
simulation run. It follows, therefore, that the uncertainty
associated with the simulation run results is also unique
and suggests the need to dynamically compute it.

Consider now a federation whose execution is completely
deterministic. The results from multiple runs with given
identical initial conditions will be identical as will the
associated uncertainties. To be of much practical use, the
federation should be capable of executing with different
initial conditions or scenarios. Each of these different
scenarios, however, will evolve differently and thus re-
quire a unique determination of uncertainty. While this
determination could be done after execution with no loss
of accuracy, it would be more efficient to do so during
simulation runtime.

4. Methods for determining uncertainty

There are several methods for the determination of uncer-
tainty in federations. Three of these are briefly discussed
as examples and to provide some idea of the possibilities
and complexities in determining uncertainty. The first is a
standard statistical method for combining uncertainties.
The second is an adaptation of finite statistical element
techniques. The third is the use of Bayesian networks.
Other possible techniques include application of fuzzy
logic and differential inclusions.

4.1 Standard Statistical Approach

The standard statistical approach of combining uncertain-
ties is effective when multiple factors affect one aspect.
Consider an aspect that is a function of several variables:
r=7]XLAX2..Xn) If we have expressed the uncertainty

of each variable as a standard uncertainty u(X;), we can
calculate the standard uncertainty of the aspect of interest,

u(Y), as
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(Equation 4.1)
where u(X; X)) is the covariance associated with X; and X;.
The standard uncertainty u(X;) is defined as the positive
square root of the estimated variance u”(X;)[2].

This technique can be used to determine uncertainty at
any point in the execution of a federation. It can also sup-
port sensitivity analyses to identify the major contributors
to uncertainty for the problem as a whole or any aspect or
subset of the problem. Consider, for example, the prob-
lem of ocean acoustic propagation pictured in Figure 4.1.



This technique could be used to define the uncertainty
associated with the receive signal as a function of the all
the aspect listed. It could also provide the uncertainty
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Figure 4.1. Relationship diagram for ocean acoustic propagation

This technique also supports sensitivity analyses that can
identify the largest contributors to uncertainty or those to
which the uncertainty of interest is most sensitive'. The
standard uncertainties of any of the aspects can be artifi-
cially controlled. This facilitates such studies by allowing
for the standard design and execution of experiments in
which some aspects are held constant and others varied in
a precise and predetermined manner to assess their effect
on the downstream uncertainty.

A brief analysis of equation 4.1 reveals something inter-
esting. The value of a combined uncertainty depends on
the covariance associated with the factors that affect it.
Some covariance values can be dependent upon conditions

" These are not necessarily the same thing. Considering
the case represented in Figure 1 as an example, the uncer-
tainty in the received signal may be most sensitive to the
uncertainty in the noise. That is, changes in uncertainty
in noise result the largest relative changes in received sig-
nal. Yet the situation may be such that the uncertainty in
noise is low while that in scattering is high and thus the
uncertainty in scattering contributes a greater absolute
uncertainty to that of the received signal.

or scenario. For example, the correlation between tempera-
ture and absolute humidity may be different in the desert
than in the Caribbean. This could mean the uncertainty
determined under one set of conditions may not be very
representative of the uncertainty under another set of con-
ditions. The immediate caution is that one should not
assume the uncertainty under one scenario should be ap-
proximately equal to that under another scenario. This
would seem to dictate the calculation of uncertainty
should, as a minimum, be done over a number of differ-
ent scenarios and conditions. Employment of this
statistical approach basically requires the repeated evalua-
tion of equation (1). This is an intensive effort. To assess
uncertainty under different scenarios requires that the in-
tensive uncertainty calculations be done from start to
finish for each scenario since it explicitly uses the covari-
ance values in each step in the propagation of uncertainty.

4.2 Statistical Finite Element Approach

The specific approach identified, that of stochastic adap-
tive refinement, addresses the representation theory for
random processes. It is an extension of the basic ideas of
the deterministic finite element method to accommodate



random functions. The mathematical problem addressed is
that of representing a random process by a denumerable
set of random variables, thereby discretizing the process.
In a more applied sense, it describes random processes in
such a manner that they can be implemented in a finite
element formulation of the physical problem.

Following the formalization by Ghanem and Spanos [3],
a continuous random process is formally defined as an
indexed set of random variables, the index belonging to
some continuous uncountable set. The process can be
approximated as closely as desired by restricting the index
to a set dense in the indexing set. A random process is
then represented by its values at a discrete set of points in
its domain of definition. The random processes involved
are substituted for by random variables that are so chosen
as to coincide with some local average of the process over
each element.

This approach is roughly analogous to taking the Fourier
transform of a function. In mathematical notation, the
first steps of this approach can be described as follows:
The random process @X.0) is expanded in terms of a

denumerable set of orthogonal random variables in the
form

(6, x) =) ui(6)gi(x) (Equation 4.2)
i=1

where {4i(0)} is a set of orthogonal random variables and
8i(x) are deterministic functions, which can be related to
the covariance kernel of @X-6) _ Since this equation con-

stitutes a representation of the random process in terms of
a denumerable set of random variables, it may be regarded
as an abstract discretization of the random process. To
provide further insight into this approach, this equation
can be viewed as a representation of the process a(x,0)

as a curve in the appropriate Hilbert space. The random
process (x,0) jg expressed as a direct sum of orthogonal

projections in this Hilbert space whereby the magnitudes
of the projections on successive basis vectors are propor-
tional to the corresponding eigenvalues of the covariance
function associated with the process. A final note on the
potential applicability of this approach is that these con-
cepts can be generalized to allow for the representation of
nonlinear functionals.

In the standard statistical approach described previously,
changing the scenario may have required a new complete
tracing of uncertainty through the data flow architecture,
with the multiple evaluation of equation (1), to ensure an
accurate estimation of uncertainty. Such is not the case
with the approach described here. The expansion of the
random functions need only be done once. Once this
transformation is made, determination of the uncertainty
for any scenario or initial conditions is simply a case of
solving a matrix equation.

This method does suffer from two current shortcomings.
First is that application of this method to real world prob-
lems is still very much in the research stage. There is no
streamlined process to mathematically defining and trans-
forming the real world random processes. As a result, any
such application may be require considerable overhead
time from the few experts who exist. The second possible
shortcoming is that this method is not at all intuitive.
While it holds probably the greatest potential for efficient
determination of uncertainty associated with federation
execution, it would be difficult for most decision makers
to understand the process by which that uncertainty value
was derived. It could, therefore, be difficult for them gain
confidence in the results produced by this method.

4.3 Bayesian Networks

A Bayesian network is a graphical model for the probabil-
istic relationship among a set of variables [4]. The
Bayesian network has become a popular representation for
encoding uncertain expert knowledge in expert systems.
Additionally, methods have been developed and continue
to evolve that can learn Bayesian networks for observed
data.

Additional properties of Bayesian networks make them
potentially useful. The first is that they can easily handle
incomplete data sets. For example, consider a case where
two input variables are strongly anti-correlated. Other
methods for extracting knowledge from data can handle
such correlation only if all inputs are measured in every
case. If one of the inputs is not observed, these other
methods will likely produce inaccurate predictions since
they do not encode the correlation between input vari-
ables. Bayesian networks offer a natural way to do this.

Another property of Bayesian networks is that they allow
one to learn about causal relationships. This is useful
when trying to gain an understanding about a problem
domain. It also allows one to make predictions in the
presence of interventions. That is, they can address ques-
tions of cause and effect even when no experiments about
the specific effect have been run.

A third property of Bayesian networks is that, in conjunc-
tion with Bayesian statistical techniques, they facilitate
the combination of the domain knowledge of subject mat-
ter experts and data. Bayesian networks have a have a
causal semantics that makes the encoding of causal prior
knowledge particularly straightforward. Also, these net-
works encode the strength of causal relationships with
probabilities. Therefore, prior knowledge and data can be
effectively combined with mature techniques from Baye-
sian statistics.

Lastly, Bayesian methods, in conjunction with Bayesian
networks, offer an efficient approach for avoiding the over



fitting of data. That is, there is no need to hold out some
of the available data for testing; all available data can be
used for defining the network.

There are some cautions with the use of Bayesian Net-
works. The networks are essentially networks of
conditional probability relationships. Each node provides
the probability of some condition being true. For prob-
lems such as ship self defense with many degrees of
freedom, the networks either must be excessively large, or
specifics of the problem must be aggregated or abstracted
away. The abstractions must be done with great care if the
system is still to meet the intended use.

For even simple problems, construction of the network is
often rather complicated. Deriving the proper construct so
as to ensure casual relationship between parent and chil-
dren nodes, especially for reactive systems such as in ship
self defense, can become a significantly labor intensive
problem. Additionally, construction of Bayesian Net-
works requires defining conditional probability tables for
each node. The number of entries needed in these tables
for any node is geometrically dependent upon the number
of nodes that affect it. For problems involving complex
interactions where many factors can affect one node, crea-
tion of these tables can become somewhat problematic.
This can be mitigated somewhat with careful construction
of the network, but this again complicates that effort.

A final caution on Bayesian Networks is that they don’t
allow for explicit identification of dependencies between
children of a common parent. Consider a network in
which the parent node is the probability that a radar is
radiating. Two children nodes could be the probability of
detecting an incoming aircraft, and the probability that the
incoming aircraft counter-detects being irradiated. These
networks do not provide for identification of any correla-
tion between these two children nodes. Such correlations
could provide valuable information for insight into both
engineering decisions and development of tactics, tech-
niques, and procedures.

5. Incorporation of uncertainty considera-
tions into the Federation Development
Process

If characterization of uncertainty in federation execution is
desired, uncertainty considerations must become integral
to the Federation Development Process (FEDEP). Activi-
ties that must be considered during the FEDEP are
outlined below.

5.1 Define Federation Objectives
During this phase, the uncertainty requirements must be

identified. These requirements fall into two different clas-
sifications. The first identifies the accuracy and confidence

limits on the objective data or information provided by
the federation. It may be important for an analysis, for
example, that a federation provides probability of kill
values within £ 3% under certain conditions.

The second classification of uncertainty related require-
ments is when some measures or form of uncertainty
itself as one of the pieces of objective information desired
from the federation. An example of this could be the un-
certainty of enemy troop movements associated with
different sensor placements in order to evaluate optimum
resource employment. Once the requirements are under-
stood, the methods of measuring or determining the
needed aspects of uncertainty that best meet these re-
quirements need to be identified. At this point, this
identification can be as general as the standard statistical
method or Bayesian networks. The general types of data
needed to support these methods can then be specified,
such as low order statistical moments.

5.2 Develop Federation Conceptual Model

During this step of the FEDEP, all the sources of uncer-
tainty associated with the development and execution of
the federation must be identified. Additionally, each
source must be classified as significant or insignificant.
Insignificant sources are ones that make very little contri-
bution to uncertainty measures of interest and can be
extracted away. Care must be taken to ensure that such a
source is not significant under any possible conditions of
the federation execution.

For significant sources, details of the method of quantify-
ing uncertainty from each must be identified. This detail
must be to the level of specific algorithms or exact proc-
esses. These details will depend on the place in the
conceptual model execution of the factor with which the
uncertainty is associated. These factors can be either fun-
damental inputs or can use other factors as inputs. For
example, environmental inputs may be fundamental in-
puts. As such, the uncertainty associated with them
would be that of the measuring technique or accuracy of
historical information. Assessing the uncertainty of mod-
eling of the final intercept stage of an incoming air target
may depend on the uncertainties of the detection, track
generation, and terminal guidance systems as well as en-
vironmental factors. In that case, use of Equation 4.1
would be appropriate if the standard statistical method
was being employed. To ensure the proper identification
and tracing of all the potential dependencies within a fed-
eration, a structured approach to conceptual modeling
with suitable automated support tools, such as described
by Grigsby and Blake [5] is highly recommended.

Since the methods for determining uncertainty have been
detailed, the specifics of the data requirements of these
methods and also be identified. This data will be either a
characterization of fundamental inputs, or the output of



another federate. Since such characterization data identifies
information that must be passed to and between federates,
it should be part of the Federation Object Model (FOM).
It is during this phase of the FEDEP, therefore, that the
initial FOM requirements to support tracking uncertainty
are established.

There are additional aspects that must be identified for the
FOM. Because of the need for dynamic determination of
uncertainty as discussed earlier, there must be some track-
ing and communication of the state or value of the
operating conditions that govern a simulation’s perform-
ance. While these conditions are not generally thought of
as appropriate for a FOM, there is no other formalism
within the High Level Architecture to account for these.
Given this and the critical nature of these conditions, it is
recommended that operating conditions identified as criti-
cal during this phase be included in the FOM.”

One additional task can be accomplished during this
phase. Once the details for determining uncertainty have
been established, the conceptual model of the federation
can be used to establish an uncertainty budget, if required.
This would be needed if the uncertainty requirement es-
tablished earlier included accuracy minimums and
confidence interval limits for any of the objective data.
The identified method for determining uncertainty can be
inverted within the context of the federation conceptual
model to establish uncertainty limits for each step in fed-
eration execution, up to and including fundamental
inputs. Because of the probable furcating nature in this
backward propagation of uncertainty, subject matter expert
opinion may play an important role in the allocation of
the uncertainty budget between multiple factors that all
affect another factor. It is also probable that many factors
are inputs to more than one factor in the forward propaga-
tion mode. For such factors, the proper bookkeeping of
the conceptual model, such as that offered by current
software development tools, is critical in ensuring that the
most stringent budget limits are identified. If an uncer-
tainty budget is established, and additional consideration
for the FOM could be the dynamic value of uncertainty
with respect to the budget. This may be needed if it is
desired to have federation execution change in some way,
such as executing at a different resolution, depending
upon the trend of uncertainty during runtime.

?To facilitate this aspect of FOM development, the con-
tent of the conceptual model should be expanded to
identify all conditions that can or will vary during the
lifetime of the federation, including computing hardware
and network topology. For example, if a federate is to be
capable of running on different computers with different
processor speeds, this must be reflected in the conceptual
model.

5.3 Design Federation

During the Federation Design phase, the requirements
established in the previous phases are used to supplement
other requirements to establish either selection criteria for
use of existing federates, or design criteria for the devel-
opment of new federates. These criteria need to ensure that
uncertainty is accounted for by the federates, that they
determine it in the desired manner, and that they adhere to
the FOM for sending and receiving the appropriate uncer-
tainty data. The importance of the criteria addressing
uncertainty must be properly weighted with respect to
criteria addressing other requirements areas for overall
federation performance optimization.

5.4 Develop Federation

During the Federation Development phase, the federation
and FOM are finalized. Generally, some of the federate
design or selection criteria are eased as compromises are
made with other criteria or program constraints on cost
and schedule.

6. Summary

Sound engineering and operations analysis practice dic-
tates accounting for the accuracy limits or uncertainty of
the data used in the analysis. For data supplied through
simulations, this means understanding the uncertainty
associated with simulation results. To properly address
uncertainty in federation results, it must be considered
from the earliest stages of federation development. The
requirements addressing it must be on par with those of
other performance areas such as execution time, processor,
storage, and bandwidth utilization, or operator loading.
Development of a complete conceptual model is essential
to the identification of all the interactions and dependen-
cies upon which uncertainty propagation during federation
execution will depend. Specific data requirements need to
be added to the FOM. As a minimum, these include data
specific to the method used to track uncertainty, such as
lower order moments for the standard statistical method,
and information on operating conditions that affect the
uncertainty associated with model results. Inclusion of
information on operating conditions such as hardware
utilization in the FOM is a new concept, but essential if
uncertainty is to be properly estimated.
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